
 

Abstract: 
 

This paper presents a concrete evaluation of Quasi Delay 
Insensitive (QDI) Asynchronous logic in terms of current 
consumption within a wide range of supply voltages. The 
designed and fabricated circuit is a QDI Advanced 
Encryption Standard (AES) crypto-processor, compliant 
with the NIST standard FIPS197. This circuit exploits 
fundamental properties of the QDI Asynchronous logic, 
especially delay insensitivity, to enable relaxed operating 
conditions. The circuit, powered at 1.2 volt, ciphers a 128 
bit data using a 128 bit key in 910 ns which corresponds to 
a ciphering rate of 141 Mbits per second. Due to the 
robustness of the clock-less QDI logic, the circuit is 
functional within a wide voltage range, down to 0.4 Volt. 
With such a low supply voltage the chip consumes 200 µA 
sustaining a ciphering data rate of 6.4 Mbits/s. Moreover, 
clock-less circuits also generate less electromagnetic noise. 
This work demonstrates that QDI asynchronous logic is 
particularly interesting in secure, low-voltage, low-power 
and low-noise applications. These properties are clearly 
suitable to address different markets such as smartcard and 
mobile phones. 
 
1. Introduction 
 

Nowadays, most synchronous designers use the so-
called Register Transfer Level (RTL) formalism to design 
synchronous circuits. In this formalism, the activity of the 
circuit is controlled by a global clock which triggers at the 
same time registers of the complete state of the circuit. The 
adoption of such a model constrains designers to make a 
global timing assumption for the circuit to be operational. 
Indeed, to be functional, the clock period of the circuit must 
be larger than the critical-path delay.  

This global timing assumption is the source of many 
problems designers have to tackle, such as clock skew, 
power consumption, critical-path delay etc… 

Therefore, in the domain of low-power and low-voltage 
applications, where the voltage has to be adjusted 
dynamically or statically, the use of synchronous circuits 
requires to carefully design the clock tree and to add a clock 
frequency controller. 

On the contrary, the asynchronous logic offers an 
interesting alternative to eliminate these restrictions and 
enables to design circuits which can operate in a wide range 
of supply voltages. This work is focussed on the design of 
QDI asynchronous circuits. To be functionally correct, QDI 

circuits do not rely on timing assumptions on their wires 
and gates, except for some isochronic forks [1]. Therefore, 
it is possible to power these circuits with very low supply 
voltages without affecting their functionality. This property 
can be exploited to counter power attacks [10]. 

This paper presents the design and results of a low-
voltage QDI asynchronous AES crypto-processor [2]. It 
demonstrates the potentialities of the QDI asynchronous 
logic to target low-voltage circuits that we exploit in the 
context of low-power secure systems design. 

Indeed, from a security point of view, since the 
discovery of side-channel attacks, particularly the 
differential power analysis attack (DPA) [3], the security of 
circuits are becoming a challenge for any secure system 
provider. This attack exploits the fact that power 
consumption of a design is correlated to the data being 
processed. By observing and monitoring the electrical 
activity of a device, it is possible, by performing advanced 
statistical methods, to retrace secret information. In this 
context, the supply voltage of QDI circuits can be 
dynamically changed in order to introduce noise in the 
power consumption curves. It is also possible to supply the 
circuit with a very low voltage in order to get the power 
consumption very close to the noise level. All these 
techniques, called DPA countermeasures, make the power 
curves caption and processing harder and very costly both 
in terms of time and money [4]. 

In terms of low-power, having the possibility to deal 
with a wide supply voltage range, enable the design of 
flexible and efficient power management strategies, 
especially valuable in embedded systems such as a 
smartcards, mobile terminals, smart devices… 

In these application domains, both low-power and 
security are mandatory. QDI asynchronous circuits find here 
a relevant application. 

The paper is organized as follows. Section 2 presents the 
quasi delay insensitive logic used to design the AES crypto-
processor. Section 3 then describes the architecture adopted 
to implement the AES algorithm. The measured 
characteristics of the prototype circuit fabricated are 
presented in section 4. Finally, the paper is concluded in 
section 5 which also gives some prospects. 
 
2. Quasi Delay Insensitive Asynchronous logic 
 

Asynchronous circuits represent a class of circuits which 
are not controlled by a global clock but by the data 
themselves. In fact, an asynchronous circuit is composed of 
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Figure 1: Four-phase handshake based communication  

An asynchronous module can be of any complexity 
 

individual modules which communicate to each other by 
means of point-to-point communication channels. 
Therefore, a given module becomes active when it senses 
the presence of incoming data. It then computes them and 
sends the result to the output channels. Communications 
through channels are governed by a protocol which requires 
a bi-directional signalling between senders and receivers 
(request and acknowledge). Among the two main classes of 
protocols, we only consider and describe the four-phase 
protocol (figure 1). It is the most widely used and efficiently 
implemented [5]. 

This protocol is level-based and requires a return to zero 
phase for both data and acknowledgment as described in 
figure 1. In phase 1 data are detected by the receiver when 
their values change from invalid to valid. It involves phase 
2 where the receiver sets to one the acknowledgement 
signal. Then, the sender invalidates all data values in phase 
3. Finally the sender resets the acknowledgment signal 
completing the return to zero phase. 

Dedicated logic and special encoding are necessary for 
sensing data validity/invalidity and for generating the 
acknowledgement signal. Request for computation 
corresponds to valid data detection and the reset of the 
acknowledgment signal means that the computation is 
completed and communications can be released. Invalidity 
is a state which is encoded with the data themselves. 
Generally, to encode these different values: invalid, valid at 
‘1’  and valid at ‘0’ , two wires (A1, A0) are required. This 
technique is called dual-rail encoding [5] and can be 
extended to N-rail (1-of-N encoding data). An example of a 
dual-rail circuit is shown on figure 2. This figure presents a 
dual-rail xor gate function implementing a four-phase 
protocol. 
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Figure. 2: Dual-rail xor gate with an output half-buffer  
(four-phase handshake protocol).Dual rail “ co”  outputs the 
xor function performed between dual rail inputs “ ai”  and 

“ bi” , (Cr is a Muller gate with a reset signal). 

For the sake of security, this type of logic suites for 
resisting against power analysis because it offers a 
possibility to implement a balanced data-path. In fact, the 
above example demonstrates that, every computations of the 
dual-rail xor gate involve a fixed and constant number of 
transitions regardless of the data values. Hence, the 
opportunity to have data independent power consumption 
i.e. not correlated to the processed data [2]. Even if this 
approach increases the chip resistance, its limitations are 
well known and analyzed in [6].  

The design of asynchronous circuits requires a 
rendezvous cell which is commonly named Muller C-
element [5]. The Muller C-element is used to synchronize 
asynchronous signals which eventually occur. In other 
words, this gate generates an up-transition when up-
transitions occur at all the inputs, and generates a down-
transition when down-transitions occur at all the inputs.  
The Muller C-element’ s truth table, symbol, and 
implementation are given in Figure 3. 
 

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

Truth table

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

Z = XY + Z (X+Y)

Symbol

C

X

Y
Z

Equation

X

Y

Z

Implementation
with standard cell X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

Truth table

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

X Y Z

0 0 0

0 1 no change

1 0 no change

1 1 1

Z = XY + Z (X+Y)

Symbol

C

X

Y
Z

Equation

X

Y

Z

X

Y

Z

Implementation
with standard cell

 
 

Figure 3: Muller gate or C-element 
 

All asynchronous primitives such as C-elements are 
implemented with standard cells on the basis of AO gates as 
depicted in figure 3 [7].  This technique is also used to 
implement the memory elements called half-buffers [2]. 

Because of the handshake signalling used by the 
modules to communicate, asynchronous circuits may have a 
very interesting property: delay insensitivity. Delay 
insensitivity means that the functional correctness of the 
circuit does not depend on the delays of its constituents. 
Because delay insensitivity is not free, both in terms of 
hardware and latency, researchers have worked on the 
trade-offs between delay-insensitivity and hardware-cost or 
speed. It is now well-known that this type of logic 
significantly increases the area. In this work, QDI circuits 
are considered because of their potentialities in terms of 
low-voltage and security [4], but it is at the price of a larger 
area. 
A QDI circuit is functionally correct without any 
assumption on the wire and gate delays, except for some 
forks, called "isochronic forks" [1-8]. An isochronic fork is 
a fork which branches have to have similar delays to 



 

guarantee a correct behaviour of the circuit, whatever might 
be the delays in the other elements [1]. This asynchronous 
circuit style is the most robust with respect to delay 
variations. It has been proved that the "isochronic fork" is 
the weakest assumption to respect, in order to be able to 
design any kind of function [1] using single-output gates.  
 

All these properties enable the designer of asynchronous 
circuit to exploit in maximum the potentiality of a given 
technology in terms of low-power, low-voltage and 
security. The following gives concrete results on an AES 
crypto-processor.  
 
3. QDI Asynchronous AES crypto-processor : 
Design Architecture. 
 

This section briefly presents the AES crypto-processor 
architecture. More details are available in paper [2]. This 
architecture is compliant with the NIST AES standard: 128 
bits data blocks and 128, 192 or 256 bits keys [9]. In order 
to easily interface the asynchronous AES crypto-processor 
to standard synchronous processors or ASICs, a 
synchronous register-file and specific 
synchronous/asynchronous and asynchronous/synchronous 
interfaces were designed (Figure 4). Apart from these 
interfaces, the asynchronous core of the circuit is built of 
two main blocks: cipher block (AES_core) and the key 
scheduling block (AES_key). 
 
3.1 Cipher Block (AES-core) 
 

This block implements the four main functions of the 
AES algorithm, namely: AddRoundKey, ByteSubs, 
ShiftRows and MixColumns. Three architectures can be 
considered according to the number of bytes being 
processed (1, 4 or 16 bytes). Given the targeted applications 
and the estimated hardware costs, the best speed/area trade-
off is the 4-byte data-path. Its architecture depicted in 
Figure 4-a, requires 12 registers. With the key length of 128 
bits, the computation of the 128 data bit text requires 40 
iterations [9]. 

 
3.2 Key Scheduling (AES_key) 
 

The AES_key block is in charge of generating, on fly, 
all necessary sub-keys for the ciphering block (AES_Core).  
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            a- AES_core           b-AES_key 

Figure 4: AES Architecture 
 
Its architecture is also based on a 4-byte data-path (Figure 
4-b). Most of the blocks have similar structures than the 
blocks used in the ciphering data-path. The FIFO obtained 
by cascading half-buffers, is required to temporally store the 
sub-keys within the computation loop. The AES Rcon(i) 
function is implemented by the XOR_RC block which 
includes a permutation of the inputs (Rotbytes function [9]).  
 
4. Results  
 

To design the asynchronous AES crypto-processor we 
used the 0,13 µm CMOS technology from 
STMicroelectronics. All the test vectors provided by the 
NIST were used to validate the functionalities of the circuit.  
 

 
 

Figure 5: QDI AES crypto-processor layout and circuit 
 

The main characteristics of the circuit are presented in 
table 1. The QDI asynchronous logic is well known to be 
expensive in terms of area. This is due to the use of 
synchronous standard cells only. We have estimated that 
using dedicated cells [7] such as C-elements would reduce 
the area by about at least 30 %.  
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                                         Figure 6: Energy versus voltage   Figure 7: Ciphering time versus voltage 
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        a) Powered at 1.2 volt     b) Powered at 0.4 volt  

Figure 8: Current profile of AES crypto-processor 
 

 CMOS 0,13 µm (HCMOS9) from STMicroelectronics 
6-LM, Power Supply 1.2 volt 

Key 
length 

Area 
without 
 pads 
(mm²) 

Area 
with 
pads 

(mm²) 

Ciphering 
Time 

 
(ns)  

Energy 
 
 

(nJ) 

Throughput 

128-bit 910  1.25 141 Mbits/s 
192-bit 1.100  1.63 116 Mbits/s 
256-bit 

 
0.49  

 
1.69 

 1.440  2 89 Mbits/s 
Table 1: Area, speed and power of AES crypto-processor 

 
At the nominal voltage (1.2 volt) the circuit consumes 

about 1.25 nJ with a throughput of 141 Mbits/s for the 128-
bit key length. The variations of energy according to the 
voltage of the AES crypto-processor is depicted in figure 6. 
This energy corresponds to the integral of the current curve 
obtained when processing an encryption with different key 
length.  As illustrates in this figure, the circuit can be 
powered at 0.4 volt so that the energy is reduced by a factor 
55. Figure 8 shows the current profile of the circuit when it 
is supplied with 1.2 volt and 0.4 volt. The same scale is 
used to highlight the average current reduction from 11 mA 
to 200 µA. This is valid for any length of the key. 
Moreover, asynchronous circuits generate low current peaks 
compared to synchronous circuits. Figure 7 presents the 
ciphering time according to voltage. The ciphering time is 
the time elapsed by the asynchronous block to cipher a data. 
According to the algorithm, larger is the key, longer is the 
ciphering time [9]. When the circuit is supplied at 0.4 volt, 
the computation time is multiplied by 20 (from about 1µs at 
1.2 volt to about 20 µs at 0.4 volt) with the throughput of 
6.4 Mbits/s.   

According to the targeted applications, this flexibility 
makes possible to dramatically reduce the current in spite of 
time and then to address a very low power design circuit. 
This fact is also useful in hardware security against Power 
analysis attack. If the current peaks are closer to the noise 
signal, it will be very difficult to use this current profile for 
implementing power analysis attacks [3]. 
 
5. Conclusion 
 

This paper illustrated how the properties of 
asynchronous circuits, particularly the property of quasi 
delay insensitivity can be used to reduce the power 
dissipated by the circuit.  

Current works are focused on performing the differential 
power analysis in order to analyze and verify the robustness 

of the QDI asynchronous logic against side-channel attacks, 
and this at very low supply voltages. 
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