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Introduction

The CC ams to provide Users with increased assurance that a product fulfills their
security needs (CC Part 1, section 3.2.1). It discusses the CC in the context of
Developer, Evaluator and User and notes the potentia involvement of other groups,
including the evauation Sponsor and Eva uation Authority (Certification Body).

In some cases there are specific subsequent "users' of the TOE such as evauators
from the ITSEF peforming an evauation of a composite product using the TOE.
These pecific "users’ are not the end user of the TOE, but that nevertheless need to
obtain specific information from the TOE evauation.

Other subsequent “users’ might be those users of the certified product not involved
in the evduation process (e.g. card issuers or type approvers required for risk
andyss). Theinterests of these usersis not addressed by this document.

Security requirements are defined in a Protection Profile or Security Target. As these
are typicaly public documents, they avoid or at least sanitise, vulnerability and attack
potentid detail. Common Evauation Methodology and the CC Certificate dso avoid
such detail owing to their public nature.

The standard Evauation Technicad Report (ETR) as defined by the schemes contains
proprietary information that cannot be made public usudly for both for security and
commercial reasons. It contains:

- gpecific information of the evaduation performed (eg. information about attacks
which would assgt an attacker in reducing the effort needed to mount a successtul
attack - knowledge which the CB and the vendor might wish to control),

- ddails of the design of the product which the vendor wishes to keep confidentia
aswel as

- proprietary evauation techniques or tools.

While the origind sponsor may have access to detailed information in the ETR, the
evduators from the ITSEF performing an evauation of a composte product usng
the TOE would not have access in generd. In principle, the ETR could be supplied
to specific "users' under a nondisclosure agreement if al parties would agree, but
practice shows that this is not possible for confidentidity or commercid reasons in
most cases.

On the other hand, the information in the certification report (CR) specified within
Annex | of the CC Mutua Recognition Arrangement (CC-MRA) is not detailed
enough for the purposes and interests of these specific users. It leaves them with
high-level statements of threats and defenses, but not enough informeation to know
exactly how the product was tested, which vulnerability anayses were performed or
penetration scripts covered. This is especidly problemétic in the areas where
technology is evolving very rapidly (eg. in the smartcard fied).

Therefore, in those cases where evauators from the ITSEF responsible for
performing an evaluation of a composte product which uses the TOE, need to get
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specific information from the TOE evauation and the ETR cannot be supplied, the
information has to be supplied in an additiona document. This document has to be
shared beyond the origind audience (developer, ITSEF, CB of the certified TOE).
In due course an annex will be provided for each technology.

Objectives

For evauators from the ITSEF performing an evauation of a composite product
using the TOE, the issue mentioned above can be resolved by compiling specific
information from the ETR into a document named ETR-lite for composition.

The information contained in the ETR-lite for composition enables the secific
“user to understand threats and the effectiveness of countermeasures. It provides
additiond information about the evauation results compared with publicly avalable
information (e.g. Certification Report). It should be a subset of the ETR and must be
usable for the specific needs of evauation compostion. Even though it is a controlled
document it must be available to specific users.

ETR-lite for composition is not intended to be used for are-evaluation of a certified
TOE. Inthiscasethe ETR is necessary.

The ETR-lite for composition is not intended to be used for those “users® of the
cetified product not involved in the evauation process (eg. for risk andyss
purposes for issuers or type approvers). Issues concerning these “users' are not
covered by this document. An additional document might be required.

Requirements for specification of the content of the
ETR-lite for composition

Generic rules:

The ETR-lite for composition should be produced by the ITSEF responsible for
evauating the TOE based on the content of the ETR. This task should be consdered
when determining the evauation work programme to reduce additionad cost and
effort.

The detail contained in ETR-lite for composition has to drike the right baance
between keeping developer and/or laboratory proprietary information secret and
providing sufficient information for the specific user.

ETR-lite for composition shdl not indude information which affects nationd
Security.

The information provided must be approved by dl parties involved in the evaduation
(i.e. the ITSEF, the certification body and the developer and sponsor of the
evauation). The cetification body or the ITSEF shdl check consgstency with the
origind ETR. The cetification report will reference ETR-lite for composition, if
avalable.
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ETR-lite for composition will be a document marked commercial in confidence
and shdl be avallable only to specific "users' under conditions determined by the
parties involved (e.g. a binding nondisclosure agreement). Access to ETR-lite for
composition shdl be controlled by the developer who is in charge of the document
control for the TOE.

It is assumed, that the security target and the guidance documentation for the TOE
are available to the audience of the ETR-lite for composition. The TOE should dso
be made available for compostion evauation.

Content of the ETR-lite for composition

Theinformation required is focused on:

a) Specific formd information e.g. reference to the certification report and the ETR
b) Specific information about the TOE design

c) Information about the evaluated configuration of the TOE

d) Information on ddivery procedures

€) Information about functiond and penetration testing of the TOE

f) Observations and recommendations

TOE design

This section provides a high-level description of the IT product and its mgor
components based on the ddliverables described in the Common Criteria assurance
family entitted Development-High Level Desgn (ADV_HLD). The intent of the
section is to characterise the degree of architecturd separation of the mgor
components and to show dependencies between the TOE and products using the
TOE in acomposition (e.g. dependencies between HW and SW).

For vulnerability assessment of a compodte TOE, information on security
mechanisms and posshilities for deactivation can be necessary to perform the
vulnerability analyss of the composite TOE. Therefore, specific evauation evidence
of the ADV class (mostly about ADV_FSP) may be necessary.

Evaluated configuration

This section provides specific information about the evauated configuration of the
TOE as per pat of ACM_SCP based on the developers configuration list or
relevant parts as needed or on a case by case basis.

If applicable for the TOE, security relevant generation or inddlation parameter
settings should be explained and their effect on the defense of attacks be outlined.
For TOE generdion, this might be beyond the information about TOE ingdlation
provided in the guidance documents but it is part of ADO_IGSinthe ETR.

Specific Evidence about the evauation of the configuration management coverage
(ACM_CAP) can be necessary for a specific type of TOE if it is relevant for
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supporting composite evaluations (e.g. evidence about integration of a SW-TOE in
the configuration management of a combined HW/SW-production). Therefore,
besde the evauation evidence about the principle capability of the configuration
management systemn, a specific configuration list containing the composed TOES may
be necesssary.

Delivery procedures and data exchange

For supporting composition evaluation of specific TOES, evauation evidence can be
necessary for delivery, reception and acceptance procedures of TOES and related
data to be composed and exchanged during development and production. Therefore,
evauation evidence about ADO_DEL and ALC DV'S can be relevant.

Testing

This section provides specific information about the testing of the security functions of
the TOE and penetration tests. This includes both, the developer and evaluator
testing effort, outlining the testing gpproach, configuration and depth. This includes
information about tools used for testing.

Test coverage information shdl outline what functiondity, technica or security
features, including their interfaces, have been tested.

Information about penetration testing shal give a ligt of the types of penetration
attacks analysed for the TOE. It should include details necessary for understanding
the effort done for a penetration test and should help to understand the value of the
test resultsin the context of improved test equipment and methods over time.

In accordance with the requirements of CEM (see for example CEM part 2 version
1. 4ATE FUN1-12, 4ATE IND.2-11, 4AVA VLA.2-8), this information is
available within the ETR. So it can be compiled for ETR-lite for composition.

If a "user" requires specific tests of the TOE, this should be consdered in the
evauation gpproach and covered during developer and evauator testing for ATE
and AVA. Thex tests should be gpecificaly mentioned in ETR-lite for
composition.

Observations and recommendations

The evaduaed guidance documentation shdl contain dl information required to use
the TOE in a secure way as defined in the security target including recommendations
on how to avoid residua vulnerabilities and the unexpected behaviour that has been
described.

However, in specific cases detalled information might be required in addition to the
guidance documents such as.

- information on observaions resulting from the evduaion (eg. unexpected
behaviour outside the operationa envelope).
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- vulnerability information, comprising: vulnerabilities defected by the TOE, resdud
vulnerabilites counteracted by environmenta measures, resduad vulnerabilities,
possibly exploitable with higher attack potentia (see eg. CEM 4:AVA VLA .2-
16).

- gpedific information for evaluators making use of the evauation results (e.g. about
specific testing necessary during a composition evauation).

4 List of Annexes
33 The annexes are provided as separate documents.
34 Annex A:

Composite smartcard evaluation : Recommended best practice, IC and ES
composition, Verson 1.2
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