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AmWhaaat?

> Stores metadata related to executed shimmed PE since
Windows 7 and Server 2008 R2

> Existing tools to parse it: AmCacheParser, RegRipper
plugin

> Lack of  documentation and interpretation is not as 
easy as it seems

> Technical report to have a reference of  the inner
workings of  this artifact

➔ https://www.ssi.gouv.fr/en/publication/amcache-
analysis/
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https://www.ssi.gouv.fr/en/publication/amcache-analysis/


Plan

> Inner workings

> Scenario 1: « Welcome to the Hellmouth »

> Scenario 2: « Same Time, Same Place »

> Scenario 3: « The Killer in Me »
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Inner workings: Disclaimer

> The AmCache behaves differently depending on the 

libraries version (ae*.dll)

▪ 1 version by major release of  Windows

▪ Backport until Windows 7

> Details according to the libraries version of  the 

original OS version
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Inner workings of the AmCache

> Artifact is updated in 2 phases :

▪ PE execution

▪ Scheduled tasks : 

▫ Microsoft\Application Experience\ProgramDataUpdater

▫ Microsoft\Application Experience\Microsoft Compatibility 

Appraiser (since Windows 8.1 (6.3.9600.17415))
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Windows 7

> DLL version: 6.1.7600
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Windows 7*: PE execution

> Exécution du PE :

▪ RecentFileCache.bcf
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*DLL version: 6.1.7600



Windows 7*: Scheduled Task
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*DLL version: 6.1.7600



Windows 7*

> PE execution:

▪ C:\Windows\AppCompat\Programs\RecentFileCache.bcf

> Scheduled task : ProgramDataUpdater (00:30 every

day)

▪ Empties RecentFileCache.bcf

▪ C:\Windows\AppCompat\Programs\AEINV_WER_{GUI

D}_YYYYMMDD_hhmm.xml
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*DLL version: 6.1.7600



Windows 8

> DLL version: 6.2.9200
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Windows 8*: PE execution
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*DLL version: 6.2.9200



Windows 8*: Scheduled Task
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*DLL version: 6.2.9200



Windows 8*: Scheduled Task

> PE execution:

▪ C:\Windows\AppCompat\Programs\AmCache.hve

> Scheduled task: ProgramDataUpdater (~3:00 every 3 
days)

▪ Updates AmCache.hve

▪ C:\Windows\AppCompat\Programs\AEINV_AMI_WER 
_{GUID}_YYYYMMDD_hhmm.xml

▪ C:\Windows\AppCompat\Programs\DevInvCache\PropCa
che.bin

(if  PE is a driver)

15

*DLL version: 6.2.9200



Windows 10 Redstone 1

> DLL version: 10.0.14913
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Windows 10 Redstone 1*

> PE execution:

▪ C:\Windows\AppCompat\Programs\AmCache.hve

> Scheduled task: ProgramDataUpdater (~3:00 every 3 
days)

▪ Updates AmCache.hve

> Scheduled task: Microsoft Compatibility Appraiser
(every day)

▪ C:\Windows\AppCompat\Appraiser\APPRAISER_FileInv
entory.xml

▪ Updates AmCache.hve
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*DLL version: 10.0.14913



Windows 10 Redstone 3

> DLL version: 10.0.16299
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Windows 10 Redstone 3*: PE execution
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*DLL version: 10.0.16299



Windows 10 Redstone 3*

> PE execution:

▪ C:\Windows\AppCompat\Programs\AmCache.hve

> Scheduled task: ProgramDataUpdater (~3:00 every 3 

days)

▪ Does not seem to write or update any file

> Scheduled task: Microsoft Compatibility Appraiser

(every day)

▪ Updates AmCache.hve

20

*DLL version: 10.0.16299
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Summary of the artifacts found by OS (DLL version)
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Plan

> Inner workings

> Scenario 1: « Welcome to the Hellmouth »

> Scenario 2: « Same Time, Same Place »

> Scenario 3: « The Killer in Me »
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Welcome to the Hellmouth: Attacker

> An attacker compromises a user account: « Lambda » 

on a Windows 8 machine

> The attacker logs on as Lambda

> The attacker launches

« C:\Users\Lambda\malware.exe »

> The attacker deletes the file
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Welcome to the Hellmouth: Analyst

> Suspect behavior identified on a Windows 8 machine

> Several artifacts indicate the execution of  

« C:\Users\Lambda\malware.exe »

> But malware.exe is no longer on the system…
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Welcome to the Hellmouth: Analyst
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* Hive mounted manually

*



Summary of the artifacts found by OS (DLL version)
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Welcome to the Hellmouth 2: Windows 7

RecentFileCache.bcf
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Welcome to the Hellmouth 2: Analyst

> Limits of  RecentFileCache.bcf :

▪ Only the filename with its path

▪ Not all executables are referenced in RecentFileCache.bcf :

▫ Executions from an external media or from a network share are not recorded

▫ Exceptions in C:\Users (empirical and non-exhaustive list) :

- C:\Users\<username>\Downloads

- C:\Users\<username>\Documents

- Modification date of  the binary > 12h

▪ Content emptied every day at 00h30 by ProgramDataUpdater
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Welcome to the Hellmouth 2: Scheduled Task

AEINV_WER_{82AB173F-3F7A-4EB5-A8FA-DA9C4E839ADC}_20181227_142615.xml
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Welcome to the Hellmouth 2: Scheduled Task

AEINV_WER_{82AB173F-3F7A-4EB5-A8FA-DA9C4E839ADC}_20181227_142615.xml
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Summary of the artifacts found by OS (DLL version)
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Plan

> Inner workings

> Scenario 1: « Welcome to the Hellmouth »

> Scenario 2: « Same Time, Same Place »

> Scenario 3: « The Killer in Me »
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Same Time, Same Place: Attacker

> An attacker compromises a user account « Lambda » 

on a Windows 7 machine

> The attacker logs on as Lambda

> The attacker hides a malicious binary « hidden-

malware.exe » in C:\Program Files\7-Zip\
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Same Time, Same Place: Analyst

> Threat hunting on the Windows 7 machine

> No specific lead
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Same Time, Same Place: Analyst

AEINV_WER_{82AB173F-3F7A-4EB5-A8FA-DA9C4E839ADC}_20181227_142615.xml
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Aside: Inner workings

> In the AEINV, programs are defined by indicators:

▪ RegistryIndicators ;

▪ AddRemoveProgramIndicators ;

▪ ShellIndicators ;

▪ MsiIndicators ;

▪ FileExtIndicators ;

▪ DirectoryIndicators.

> Change in one of  the indicator

➔ Entry in the Updated list

38



Same Time, Same Place: Inner workings

> Installation of  7-Zip:

➔ Entry in Installed

> New PE file under C:\Program Files\7-Zip\:

➔ Entry in Updated
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Same Time, Same Place: Analyst

AEINV_WER_{82AB173F-3F7A-4EB5-A8FA-DA9C4E839ADC}_20181227_142615.xml
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Same Time, Same Place: Analyst

AEINV_WER_{82AB173F-3F7A-4EB5-A8FA-DA9C4E839ADC}_20181227_142615.xml
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Summary of the artifacts found by OS (DLL version)
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Same Time, Same Place 2: Redstone 1

> AEINV_WER.xml no longer exists

> New scheduled task Microsoft Compatibility Appraiser

which updates a new file: 

APPRAISER_FileInventory.xml
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Same Time, Same Place 2: Redstone 1
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APPRAISER_FileInventory.xml



Summary of the artifacts found by OS (DLL version)
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Plan

> Inner workings

> Scenario 1: « Welcome to the Hellmouth »

> Scenario 2: « Same Time, Same Place »

> Scenario 3: « The Killer in Me »
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The Killer in Me: Attacker

> An attacker compromises a Windows 10 (Redstone 1) 

machine

> He uses a legitimate but vulnerable driver, 

« vboxdrv.sys » so that he can have a backdoor to do a 

privilege escalation.
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The Killer in Me: Analyst

> Suspicious behavior identified on a Windows 10 

machine

> Immediate response done

> Did the attacker leave anything else?
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The Killer in Me: Analyst
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* Hive mounted manually

*



Summary of the artifacts found by OS (DLL version)
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The Killer in Me 2: Windows 8

> AmCache.hve does not record the drivers 

> Scheduled task ProgramDataUpdater still exists…
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The Killer in Me 2: Analyst

AEINV_AMI_WER[…].xml
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The Killer in Me 2: Analyst

AEIN_AMI_WER[…].xml
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The Killer in Me 2: Analyst

PropCache.bin
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Summary of the artifacts found by OS (DLL version)
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Conclusion

> Artifact difficult to analyse:

▪ Check the DLL version and not the OS!

▪ Retrieve all the files!

> Be careful with your findings:

▪ About the execution of  the PE,

▪ About the date of  execution,

▪ About the absence of  a PE in the artifact.

> But the artifact is a precious asset in an investigation

> Technical analysis to help the analyst:

➔ https://www.ssi.gouv.fr/en/publication/amcache-analysis/
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https://www.ssi.gouv.fr/en/publication/amcache-analysis/


Questions?
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> Contact:
▪ blanche.lagny@ssi.gouv.fr

▪ @moustik01

mailto:Blanche.lagny@ssi.gouv.fr


Execution date? – Example on Windows 8 (6.2.9200)

> If  the PE is part of  a program:
▪ If  the PE needed shimming and was executed before ProgramDataUpdater

➔ Last modification date seems to be the execution date of  the PE

▪ Else if  ProgramDataUpdater was executed since the program was installed
➔ Last modification date seems to be the launch date of  the scheduled task

▪ Else
➔ Last modification date seems to be the date the program was installed

> Else if  the PE is the “installer” of  a program:
▪ If  ProgramDataUpdater was executed since the program was installed

➔ Last modification date seems to be the launch date of  the scheduled task

▪ Else
➔ Last modification date seems to be the execution date of  the PE

> Else:
▪ If  it is an “internal” PE

➔ Last modification date is set after the execution date but could not be correlated with anything

▪ Else if  ProgramDataUpdater was executed since the PE was executed
➔ Last modification date seems to be the launch date of  ProgramDataUpdater

▪ Else
➔ Last modification date seems to be the execution date of  the PE
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