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This document is an update of ANSSI’s position on the post-quantum cryptography transition
in view of the recent advances in the topic. It should be read as an addendum to 2022’s
publication [1]. We will detail our recommendations in terms of post-quantum algorithms and
hybridation techniques.

ANSSI also decided to speed-up the original agenda. First French security visas for products
implementing hybrid post-quantum cryptography are expected to be delivered around 2024-2025.

The impact of a potential large scale quantum computer on our current digital infrastructures has been
discussed in ANSSI 2022’s position paper [1]. While the quantum threat did not undergo any game-changing
advance since the publication of [1], post-quantum cryptography, PQC for short, is becoming more and more
a reality. Indeed, the research and development efforts on the design and analysis of post-quantum algorithms
has highly increased in the last few years, concerning both theoretical hardness and secure implementations
perspectives. This is attested by the increasing number of collaborative projects and scientific publications
on the subject in Europe and abroad.

For instance, as recently published in a report [10, Page 23], the French government has announced invest-
ing 350M euros in research projects on quantum technologies in the past two years. This investment includes
five post-quantum cryptography research projects (PQTLS, RESQUE, HYPERFORM, pPQRS, X7PQC).
Furthermore, four schemes have gained the status of NIST first future PQC standards [2]: CRYSTALS-
Kyber [23], CRYSTALS-Dilithium [14], Falcon [22] and SPHINCS+ [11]. The NIST campaign for post-
quantum algorithms is still ongoing and other candidate algorithms will join the four future standards in
the next years. In parallel, an increasing standardization effort on hybrid post-quantum protocols is notice-
able [24, 25, 13]. Several companies report having now experimented hybrid protocols for a large variety of
hardware and software products.

ANSSI considers that such research efforts and practical developments are very positive and continues to
encourage designers of security products to start experimenting and prototyping hybrid post-quantum and
pre-quantum solutions, especially for products aiming at a confidentiality protection that will last beyond
2030 or products that are likely to still be used after 2030.

1 Initial technical recommendations

ANSSI encourages all industries to include the quantum threat in their risk analysis and to consider including
quantum mitigation in the relevant cryptographic products.



1.1 Hybridation

Hybridation consists of combining asymmetric post-quantum algorithms with well known and well studied
pre-quantum asymmetric cryptography based on factorization or discrete logarithm (see Section 3 for more
technical information).

As outlined in the previous position paper [1], ANSSI still strongly emphasizes the necessity of hybrida-
tion' wherever post-quantum mitigation is needed both in the short and medium term.

Indeed, even if the post-quantum algorithms have gained a lot of attention, they are still not mature
enough to solely ensure the security. For example, several post-quantum schemes have suffered from classical
attacks in the past years, e.g. [3, 6]. This position is aligned with the one of other European cybersecurity
agencies like BSI in Germany [4]. BSI has even re-stated the need for hybridation in their recent updated
technical guideline on cryptographic mechanisms [5, Section 4].

1.2 Transition strategy

ANSSI encourages all industries to define a progressive transition strategy towards quantum-resistant cryp-
tography for relevant cryptographic products. The use of hybrid post-quantum mitigation is recommended
especially for security products aimed at offering a long-lasting protection of information (until after 2030)
or that will potentially be used after 2030 without updates.

1.3 Symmetric cryptography

While there is no concrete evidence that symmetric cryptographic mechanisms would be significantly threat-
ened by quantum computers, a speedup can be expected in certain cases with Grover algorithm and other
advanced Grover-based algorithms. Thus, as a conservative measure, ANSSI also encourages to dimension
the parameters of symmetric primitives as to ensure a conjectured post-quantum security — in practice at
least the same security level as AES-256 for block ciphers and at least the same security level as SHA2-384
for hash functions. This encouragement is slightly more conservative than NIST’s [20] and BSI’s current
recommendation [5, Section 4].

2 Post-quantum algorithms

ANSSI traditionally does not provide any closed list of recommended algorithms in order to avoid proscribing
innovative state-of-the-art algorithms that could be well-suited for some particular use cases. This is even
more relevant for the ever-moving post-quantum cryptography. We present below a non exhaustive list
of post-quantum asymmetric key encapsulation mechanisms (KEMs) and digital signature algorithms that
would be appropriate choices at least for mainstream cryptographic products. This list is particularly aimed
at non-experts looking for directions on this emerging domain. Note that while some draft NIST standards
were recently published [18, 17, 19], pointing at fixed correct manners to implement these algorithms is not
possible at this stage as the standards are not finalized yet.

Key Encapsulation Mechanisms.

e CRYSTALS-Kyber also called ML-KEM |23, 18]: the security of this scheme is based on the
module-learning with errors lattice problem (we refer to a survey [21] for more information on lattices).
This problem is itself related to the difficulty of finding short vectors in structured lattices. These
lattice-based problems have been particularly studied during the last decade. Besides, the efficiency of
CRYSTALS-Kyber makes it comparable to the pre-quantum solutions: the computation time is similar,
with a moderate expansion on the size of exchanged messages and keys. Its competitive efficiency and
simplicity are part of the reasons why CRYSTALS-Kyber was selected as a first NIST post-quantum
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standard. Hence, CRYSTALS-Kyber is expected to be the primary post-quantum KEM in security
products and internet protocols.

While several theoretical results provide a good confidence in the security of this scheme, the post-
quantum security is only conjectured, especially in the chosen range of concrete parameters.

If this scheme is chosen for being included in cryptographic products, ANSSI makes the following
recommendations:

1. It is important to avoid modifying the parameters of the standardized instance.

2. The parameters are defined for several minimum security levels. We recommend to use the
highest NIST security level as possible, preferably level-5 (i.e. equivalent to AES-256) or level-3
(i.e. equivalent to AES-192).

3. We recommend to use ephemeral keys as much as possible. The systematic use of ephemeral
private keys allows to prevent many attacks like decryption failures ones.

4. We also recommend to use the actively secure version (IND-CCA) that will be standardized by
NIST. There are some cases, like in provable authenticated protocols, where the passively secure
(IND-CPA) version in static or ephemeral mode may still be secure. But an extra care must then
be paid to make sure that no decryption oracle is available under any circumstance even in the
case of side-channel attacks.

e FrodoKEM [16]: this scheme is considered as a more conservative variant of CRYSTALS-Kyber.
Its security is based on plain (and not module) learning with errors. The unstructured property of
the underlying lattice makes it more secure in theory as attacks might potentially leverage the lattice
structure of CRYSTALS-Kyber and might be defeated by the absence of structure in the lattice used by
FrodoKEM. The price to pay for this more conservative security lies in the performance. FrodoKEM is
heavier in terms of key sizes and slower than CRYSTALS-Kyber which makes it a less relevant option
for many use cases. However, ANSSI would encourage including FrodoKEM as a valid and conservative
option in high security applications where the resulting performance penalty (in particular in terms of
bandwidth) is not prohibitive.

If a designer chooses to include this conservative post-quantum algorithm in a cryptographic product,
the recommendations for CRYSTALS-Kyber also apply for FrodoKEM.

Digital signatures.

e CRYSTALS-Dilithium also called ML-DSA [14, 17]: this signature belongs to the same suite as
CRYSTALS-Kyber and has been chosen by NIST as a future post-quantum standard. The security
of this signature is also similarly based on structured lattice problems. The design is close to Schnorr
signatures, it is issued from a well-known identification protocol. This scheme is relatively easy to im-
plement but the signatures are not as compact as pre-quantum solutions. Similarly to other structured
lattice-based schemes, note that one could not entirely preclude the discovery of weaknesses relative
to the (structured) lattice underlying problem in the coming years.

For cryptographic products that may include this scheme, ANSSI makes the following recommendations:

1. It is important to avoid modifying the parameters of the standardized instance.

2. The parameters are defined for several minimum security levels. We recommend to use the highest
level as possible, preferably level-5 (i.e. equivalent to AES-256) or level-3 (i.e. equivalent to AES-
192).



e Falcon also called FN-DSA [22]: this signature has been chosen by NIST as a future post-quantum
standard. It is a compact and more efficient alternative to CRYSTALS-Dilithium. Since it is based on
structured lattice problems, the same warning about the security applies. The design is here based on a
more recent framework [8] with a hash-and-sign paradigm on lattices. It is more difficult to implement
and needs intermediate variables to be defined as floats.

For cryptographic products that may include this scheme, ANSSI makes the following recommendations:

1. Tt is important to avoid modifying the parameters of the standardized instance. As implementing
Falcon is not straightforward, we recommend to pay attention to stick to the design in order
to avoid misuse attacks. We should also note that the Gaussian distributions in Falcon play an
important role in the security and they should not be replaced.

2. The parameters are defined for several minimum security levels. We recommend to use the highest
level as possible, preferably level-5 (i.e. equivalent to AES-256).

3. Please note that side-channel countermeasures are particularly difficult to apply and research has
proved that side-channel attacks may defeat unprotected implementations of Falcon.

e XMSS [12] / LMS [15]: these signature schemes were initially candidates in the NIST post-quantum
standardization campaign but in 2018, they have been moved into a separate standardization process.
The IETF version of their specification is cited above. These schemes are considered as conservative
options because the underlying security hypothesis is very minimalist. Their security proofs are based
on the security of hash functions. The particularity of these signatures is their statefulness and the
potentially limited number of possible signatures per key pair.

For contexts where the maximum number of signatures per key pair is restricted and where a state can
be carefully stored, typically for software updates for example, ANSSI agrees that XMSS or LMS can
be a relevant option, with the following recommendations:

1. Tt is important to avoid modifying the parameters of the standardized instance including the
underlying hash function.

2. The parameters should provide the highest security level as possible.
3. Hybridation (see Section 3 for more information) is optional for this signature.

4. The state is a very critical data and should be protected in integrity. It should also be protected
against replay attacks.

e SPHINCS+ also called SLH-DSA [11, 19]: this signature scheme has been chosen by NIST as a
future post-quantum standard. It is a stateless variant of XMSS. This scheme is also considered as
conservative as its proof relies on the security of hash functions as well. It is less competitive in terms
of performance and compactness which makes it difficult to apply in certain use cases.

For contexts where one can afford SPHINCS+, ANSSI considers that this signature is a relevant and
conservative option. Hybridation for SPHINCS+ may also be optional (see Section 3 for more infor-
mation). The first three recommendations for XMSS / LMS also apply here.

We recall that some other post-quantum schemes may be good options too, for example candidates that are
still in the run for the NIST standardization campaign. We always recommend to use algorithms that are
well studied and analyzed in a large number of research publications.

3 Hybridation modes

The hybridation consists in combining two (or more) cryptographic schemes achieving the same functionality
in a robust way. In other words, the combination should be secure in the classical/quantum computation



model as long as one underlying scheme is secure in that model. We refer to [1] for more details about the
definition.

3.1 Hybridation modes for key encapsulation mechanisms

Consider a pre-quantum key encapsulation scheme based on RSA or Diffie-Hellman, for instance ECDH. To
prevent the quantum threat, the goal is to combine the derived key with one (or more) extra keys of the
following types.

e A pre-shared key can be stored by both parties. This technique ensures a certain post-quantum
resistance as it relies on a symmetric cryptographic basis. Depending on the context, this technique
might be seen as a good (though non perfect) solution in specific contexts (e.g. VPNs) but ANSSI
raises the following warnings:

1. The confidentiality and integrity of the pre-shared key is a crucial pre-requisite.

2. Each pre-shared key must only be shared by two parties and not by a group of three or more
parties.

3. Note that such a technique fails to ensure perfect forward secrecy (PFS) against quantum adver-
saries.

e Another preferred solution that does not suffer from the limitations of an hybridation with a pre-shared
key is to compute extra keys with post-quantum KEMs algorithms like the ones outlined in Section 2.

Once all these keys are derived, the issue boils down to the way both keys are combined together and the
way the exchange is authenticated.

How to securely combine the keys together? There are actually many ways to design combining
techniques. Let us remark that concatenating the keys would not ensure security against passive attackers
(IND-CPA) as if an underlying key is compromised, the concatenated key is not uniform. In addition, xoring
the keys together provides security against passive attackers [9, Lemma 1] but not against active attackers
because of mix and match attacks [9, Lemma 2]. One essential building block for securely combining keys
together is the use of a Key Derivation Function (KDF). Such functions allow to output one or more keys
from a common input key material. The hybridation modes presented in [7] contain (1) a parallel combiner
that consists of a concatenation and KDF application and (2) a cascade mode that can be viewed as a serial
combiner. Both are backed-up by security proofs and seem good solutions for combining keys together.

In general, as for any cryptographic function, ANSSI recommends to use standards or well studied modes
with validated security proofs.

The implementation security of the hybridation is also very important to avoid attacks that would bypass
certain key encapsulations.

Is hybridation available in existing protocols? There is some work to include post-quantum cryptog-
raphy as an option in TLS with an hybridation mode using concatenation and KDF [24]. The protocol IKE
is also evolving to include hybrid post-quantum cryptography. In the RFC published in May 2023 [25], the
design uses hybridation modes inspired from both combiners presented in [7].

3.2 Hybridation modes for signatures

The solutions for hybrid signatures are less diverse than hybrid KEM solutions. Let us consider a set of
pre-quantum and post-quantum signature schemes. A robust and natural way of combining these signatures
together consists of concatenating the signatures and accepting such a concatenation of signatures as a valid



signature if and only if all of them are valid. This combiner is proved secure in the more common security
model for signatures (EUF-CMA).

On a higher level, the hybridation of signatures can be performed at a certificate level. However, the
designs and security proofs of such hybrid certificate protocols are still currently moving, ANSSI did not yet
identify any well-defined design that could be cited here.

4 Update on the French security visas delivery process

As described in [1], ANSSI intends to follow a 3-phase roadmap for delivering security visas. The start date
of the second phase was initially planned around 2025. We recall that in the second phase, the cryptographic
evaluation tasks of security visa evaluation comprise an analysis of all cryptographic algorithms including
the post-quantum algorithms with mandatory hybridation. In addition to the classical state-of-the-art
assurance recognition, the security visa report can now mention the presence of state-of-the-art post-quantum
protection.

ANSSI is currently speeding-up the original agenda. First phase-2 security visas for products implement-
ing hybrid post-quantum cryptography are expected to be delivered around 2024-2025.

Developers interested in evaluating their products implementing hybrid PQC are invited to contact
ITSEFs for details. In the following, we provide a clarification regarding evaluation of products implementing
hybrid PQC that was not included in the original publication [1].

Let us distinguish two types of security products: end products and intermediate products. The first
type means final products. In that case, any product that includes post-quantum mitigation shall implement
hybridation except if the quantum mitigation only relies on hash-based signatures like XMSS, LMS or
SPHINCS-+ for which hybridation is optional®.

The second type consists of platform products that provide raw cryptographic functionalitites to an
upper (applicative) layer. In the context of the security evaluation of such products, implementing mere
post-quantum cryptography without hybridation can sometimes be relevant as hybridation will be part
of upper user-oriented layers. ANSSI evaluation teams will require in that case (1) an implementation
of an hybridation mode for test purposes and (2) the inclusion in the user guidance documentation of a
recommendation to exclusively use the provided post-quantum algorithm in combination with a recognized
classical algorithm as part of an hybridation mode.
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