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Executive Summary

Since 2011, the Internet Resilience Observatory has studied the technologies that are
critical for the proper operation of the Internet in France. In order to understand the
dependence of the French economy and society on those of other countries, the Observatory focuses on the French Internet, a subset of the Internet in France that does
not take into account foreign players.
Resilience is defined as the ability to operate during an incident and return to the nominal state. It can be characterized by measurable indicators. Some are directly based on
engineering rules, referred to as best practices, defined by the technical and scientific
community.
Written by ANSSI1 with the participation of Afnic2 , this fourth report analyzes resilience
by studying two key protocols for the operation of the Internet. The first, the Border
Gateway Protocol (BGP3 ), is used to carry data using routing advertisements. The
second, the Domain Name System (DNS4 ), provides the mapping between a domain
name and an IP address.
In 2014, the Observatory identified a number of malicious activities using BGP as a
vector to divert traffic. Regarding the IPv6 protocol, two interesting events occurred:
the increase in the concentration of interconnections, and the inertia of the new deployments perceived through the DNS. The new indicator on e-mail also highlighted
an insufficient number of e-mail relays for delegated zones under the .fr TLD5 .
In light of the 2014 analyses, the Observatory reiterates its encouragement to Internet
players concerning the appropriation of best engineering practices for the BGP [1] and
DNS [2] protocols. The Observatory also issues the following recommendations:
• monitor preﬁx advertisements, and be prepared to react in case of illegitimate prefixes hijacks;
• diversify the number of SMTP and DNS servers in order to improve the
robustness of the infrastructure;
• apply best practices to limit the effects of failures and operational errors;
• pursue the deployments of IPv6, DNSSEC, and RPKI to develop skills and
to anticipate possible operational problems.
1

Agence nationale de la sécurité des systèmes d’information / The French national authority for the
defence and the security of information systems.
2
Association Française pour le Nommage Internet en Coopération.
3
Border Gateway Protocol.
4
Domain Name System.
5
Top Level Domain.
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Presentation of the Observatory

The Internet is an essential infrastructure for economic and social activities at the global,
national and local levels. A major outage would significantly affect the smooth running
of France and its economy. In addition, the operation of the Internet as a whole is
often misunderstood and can be perceived as an opaque system, managed by players
whose roles are poorly identified. Despite the importance of that issue, no organization
in France had been entrusted with studying the risks of a malfunction of the Internet at
the national level.
Set up under the aegis of the ANSSI6 in 2011, the purpose of the Internet Resilience
Observatory is to improve knowledge about the Internet by studying the technologies
critical for its proper operation. One of its objectives is to increase the collective understanding of the French Internet in order to have a coherent vision as complete as
possible. In particular this helps to identify the interactions between the various players
concerned.
By nature, the Internet is international and has no borders. It is possible, however, to
define the Internet in France as all of the French and international players engaged in
an activity related to Internet technologies within the country. As part of its studies, the
Observatory focuses on the French Internet, a subset of the Internet in France, which
does not include foreign players. Studying the French Internet helps better understand
the interdependencies of the French economy and society on foreign companies or
organizations.
Resilience, in turn, is defined as the ability to operate during an incident and return
to the nominal state. A natural extension of resilience is robustness, i.e. the capacity,
beforehand, to minimize the impact of an incident on the status of the system as a
whole. On the technical level, the resilience and robustness of the Internet can be
characterized by a set of measurable technical indicators. Some are directly based on
engineering rules, referred to as best practices, defined by the technical and scientific
community.
The Internet Resilience Observatory in France is also tasked with defining and measuring representative resilience indicators, and to make its findings public. Stakeholders
in the French Internet are involved in the initiative in order to increase the efficiency of
the response and encourage the widest possible adoption of best practices.

6

Agence nationale de la sécurité des systèmes d’information.
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Introduction

This fourth edition of the Observatory report provides analyses on the implementation
of the BGP and DNS protocols. For the sake of brevity, and to renew the content, this
new report provides a summary of the analyses for the indicators already studied in
previous editions, and details the highlights of the year 2014. The 2013 report is thus
the reference in terms of the descriptions and methodologies for recurring technical
indicators.
In 2014, the Observatory focused on improving its tools to increase the volume of
data processed, and facilitate their study. To do so, technologies of the Big Data
type [3] were used to allocate storage space and process operations on multiple compute nodes. Today, all of the BGP archives made available by the RIS7 project is now
taken into account, tripling the amount of information managed. This new infrastructure [4] makes it possible to analyze the various 50,000 ASes that constitute the Internet.
In addition, new tools have been developed to study the electronic mail servers from
the perspective of the DNS protocol.
Until now, the Observatory was incapable of handling BGP data in real time. As a
result, hijacking was detected retrospectively. To overcome this shortcoming, the Observatory therefore optimized its processing of BGP advertisements to detect hijacking
as early as possible, and take active steps to identify traffic redirections. This is an
important step to greater understanding and integration of the effects of hijacking.
Alongside the work presented in this report, the Observatory and its partners publish
guides, in particular on the prevention of DDoS8 attacks [5] and the BGP protocol [1],
in order to improve the understanding of the risks involved, and limit their possible
impact.

In a nutshell
French operators wishing to obtain detailed information about BGP indicators
may request individual reports.

7
8

Routing Information Service.
Distributed Denial of Service.
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Chapter 1
Resilience in terms of the BGP protocol
1.1 Introduction
1.1.1 Operation of the BGP protocol
Each Internet operator manages sets of contiguous IP1 addresses, called prefixes, which
it can divide for its own needs or those of its customers. To form the infrastructure of
the Internet, the operators connect to each other using the BGP protocol [6]. The aim
of this protocol is to exchange prefixes between two operators which are then called
ASes2 and which are identified by a unique number.
Each of the ASes informs its peer that it can route traffic to its prefixes. Interconnections
are divided into two categories:
• peering: an agreement in which each peer advertises to the other the prefixes
that it manages. For example, if an ISP3 and a content delivery network come to
a peering agreement, they will exchange their traffic directly;
• transit: a commercial agreement between a customer and its transit operator.
In practice, the customer advertises its prefixes to its operator so that the latter can
propagate them. In return, the latter advertises the rest of the prefixes constituting
the Internet.
In a BGP interconnection, each peer associates an AS_PATH with the prefixes it advertises. In Figure 1.1, the router of AS65540 has learned AS_PATH 64510 64500 for the
prefix 192.0.2.0/24. To join IP address 192.0.2.1, a packet from AS65540 transits
via AS64510 before arriving at AS64500. The AS managing the prefix is to the right
in the list constituting an AS path.
In practice, a BGP message of the UPDATE type is used to indicate the AS path associated
with a prefix. UPDATE messages are responsible for advertising the routes. In Figure 1.1,
the AS65550 router has two routes to join prefix 192.0.2.0/24. One was learned via
a peering interconnection (blue), and the other via a transit interconnection (purple). In
the absence of any other information, the shortest AS path determines the route used.
In this example, it is the peering link.
There is no robust authentication method for prefix advertisements. For this reason, a
1

Internet Protocol.
Autonomous Systems.
3
Internet Service Provider.
2
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Figure 1.1: Example of AS paths on transit and peering links

malicious AS can advertise a prefix belonging to another AS. This is referred to as prefix
hijacking. The consequences can be more or less serious according to the advertisement being made. For example, the victim network can become unreachable for all
or part of the Internet. This type of incident can also result in the redirection of traffic
destined to the victim’s network towards the network having hijacked the prefixes.

1.1.2 Route objects
According to best practices [1], an organization declares in the whois database the
prefixes that it advertises using BGP. These declarations must be made via route objects
and are stored in the servers of an IRR4 . This service is operated by each RIR5 , that for
Europe being the RIPE-NCC6 . A route object clearly identifies the ASes authorized to
advertise the prefixes of an organization.
route:
descr:
origin:
mnt-by:

198.18.7.0/24
Example prefix
AS64496
MNTNER-RO-EXAMPLE

Figure 1.2: Example of a route object
The route object in Figure 1.2 indicates that prefix 198.18.7.0/24 is advertised by
AS64496. The organization could delegate the use of the prefix to a customer or
a partner. In this case, the origin attribute would involve an AS number other than
4

Internet Routing Registry.
Regional Internet Registry.
6
RIPE Network Coordination Centre.
5

12

Internet Resilience in France - 2014

64496. To allow certain types of deployments, it is legitimate to declare different route
objects with identical route attributes but different origin attributes. Meanwhile, the
mnt-by attribute indicates the people in charge of the declaration and the maintenance
of this route object.
In particular, route objects allow a transit provider to filter the advertisements of its
customers. These filters allow it, for example, to guard against configuration errors
resulting in advertisements of prefixes that do not belong to the customers.

1.1.3 The Resource Public Key Infrastructure (RPKI)
A secure version of BGP, called BGPsec7 [7], is being developed by the IETF8 . In this
model, each AS has a certificate linking a public key to an AS number. When a prefix
is advertised, the router includes a signature with the prefix, its AS number and that of
its neighbor. Each AS propagating the advertisement adds a similar signature to the
BGP message. In this way, the integrity of the AS path can be verified.
The RPKI9 [8] is a preliminary step to the implementation of BGPsec, and introduces
a mechanism to verify the origin of an advertisement. Each RIR administers a PKI10
dedicated to the certification of IP resources (IP prefixes or AS number) under its management. For example, the RIPE-NCC is at the root of the chain of trust upon which
European operators depend, and may issue a certificate to each of them.
The RIRs maintain the repositories containing RPKI objects that have been cryptographically signed. Among these objects, ROAs11 are route objects containing greater
amounts of information, because they can be used to specify the maximum length
of prefixes advertised by an AS. For example, an ROA can specify that AS64500 is entitled to advertise prefixes from 198.18.0.0/15 to 198.19.128.0/17. Unlike route
objects, ROAs can expire, since a validity period is associated with them.

1.1.4 Data and tools
The Observatory uses BGP data archived by the RIS project [9]. Thirteen specific
routers, called collectors, record in real time all of the BGP messages they receive
from their peers. The geographic distribution of these collectors can be used to obtain
the local vision of the Internet of hundreds of ASes.
In its first report, the Observatory only used the London collector to calculate the BGP
indicators for some 1500 French ASes. Since then, development of the tools and the
implementation of a cluster of servers have allowed the initial scope to be extended.
7

Border Gateway Protocol Security.
Internet Engineering Task Force.
9
Resource Public Key Infrastructure.
10
Public Key Infrastructure.
11
Route Origin Authorizations.
8
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The data from all the collectors are now taken into account for all of the 50,000 ASes
of the Internet. To do so, the Observatory team adopted various techniques [3, 10] of
massively distributed computing suited to processing the 500 gigabytes of annual BGP
archives.
The connectivity of the French ASes was studied using the asrank tool [11]. Adapted
from academic studies [12], it determines the relationships between ASes in the form
of a graph, based on the BGP archives. The links between ASes are then oriented
according to their type (transit link or peering link).
The route objects and the ROAs used by many BGP indicators are accessible through
interfaces provided by the RIPE-NCC, in particular via the whois protocol. In terms of
the Observatory’s uses, these interfaces suffer from various problems such as a lack of
data history and slow responses.
To overcome these problems, RPKI and whois data are downloaded daily from the
public repositories of the main IRR, and then imported into a database. The latter
is specifically optimized to handle large numbers of objects, and designed to keep
a history of their creations and deletions. In this way, it is possible to calculate the
indicators for any day of 2014.
The proliferation of attacks using BGP and the shortening of their duration led the
Observatory to carry out part of the processing, usually performed off-line, in real time.
In particular this enables the launch, using Atlas probes [13], of active measurements
on the Internet during the incidents.

1.1.5 Development of the French ASes
In 2014, using the method defined in the previous reports, the Observatory identified
1520 French ASes, of which 925 are visible in the BGP archives. Figure 1.3 illustrates
the increase in visible ASes during the year. It highlights a few sudden changes in
March, October and November. These were prefix advertisements made by ASes that
are, most of the time, not visible in the Internet.
A hard core of 789 active ASes advertised at least one prefix per day throughout 2014,
representing approximately 85 % of the total number of distinct ASes visible during the
year. Among the 15 % of visible ASes remaining, around twenty were seen for less than
10 days in the year, but a little more than 40 % of them were visible for more than half
of the year.

14
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Figure 1.3: Number of French ASes seen in the BGP archives in 2014
In a nutshell
In 2014, the Observatory identified 1520 French ASes. Among them, the
number of active ASes, i.e. having advertised at least one prefix, was about
880 at the end of 2014, against 850 at the end of 2013.
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1.2 French ASes Connectivity
To assess the robustness of the Internet in France, the observatory models the relationship between ASes as graphs. For example, there is an edge between two ASes if they
are consecutive in an AS_PATH. The type of business relationship, transit or peering,
between two ASes can be used to orient the edge.
For example, a graphical representation of the IPv4 connectivity is given in Figure 1.5.
It appears that the peering relationships are highly concentrated in the center. This
is because this type of relationship is only observable if a collector is connected to a
member of the peering relationship or one of its direct or indirect customers.
The study of the graphs can also be used to highlight the “critical ASes”. These are
ASes whose disappearance could result in the loss of connectivity to the Internet for
French ASes. They are shown in green and orange on Figure 1.5.
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The Development of the French Internet
1000

1000

800

800

600

600

400

400

200

200

0

0
1 2 3 4 5 6 7 8 9 10 11 12
Month - IPv4
French ASes

1 2 3 4 5 6 7 8 9 10 11 12
Month - IPv6

Foreign ASes in the convex hull

Figure 1.4: Development of the number of French ASes and of the convex hull in 2014
The graph constructed in this way can be used to study the dynamics of the Internet
during 2014. The number of ASes present on AS paths increased linearly, as shown in
Figure 1.4. In IPv4, the rate of growth of about 6 % is equivalent to that observed in
2013. Regarding IPv6, the growth rate is equivalent to that of IPv4, when in 2013 it
was 44 %.
The French Internet is dependent on foreign ASes. Some are needed in order for traffic
to transit between French ASes. The convex hull of the French Internet contains all the
French ASes and all of the ASes located between two French ASes on an AS_PATH.
Their number is also shown in Figure 1.4. In IPv4, this number grew throughout the
year to reach 344. It remained stable in IPv6. As in 2013, about 50 foreign ASes are
required to interconnect all the French ASes in IPv6.
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Figure 1.5: IPv4 connectivity graph (December 2014)
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Impacts of the disappearance of an AS

Number of critical ASes

In 2014, for IPv4, the number of French critical ASes increased significantly as shown
in Figure 1.6. Conversely, the number of foreign critical ASes remained stable. As for
IPv6, the trend is different, with a decrease in French and foreign critical ASes. This is
an opposite trend to that of 2013 which saw the number of critical ASes increase by
83 % for IPv6.
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Figure 1.6: Development in the number of French and foreign ASes in 2014
Besides the number of critical ASes, the impact of their disappearance is another factor
to consider when assessing the robustness of connectivity. For example, Figure 1.7
shows that for IPv4, only 9 critical ASes would affect at least 10 ASes in case of failure.
Only 24 have an impact on at least 3 ASes. This means there are relatively few ASes
whose loss would have a significant impact. On the other hand, the most critical AS
would have an impact on 35 ASes, or 4 % of the active French ASes at the same time.
These results are equivalent in every way to those for 2013.

In a nutshell
With regard to the French Internet, there are few ASes whose disappearance
would have a significant impact. In 2014, the impact of the disappearance of
critical ASes decreased.

For IPv6, Figure 1.8 shows that there are only 4 pivot ASes capable of disconnecting at
least 10 ASes. Each of them, however, can affect between 10 and 15 ASes. Similarly,
10 critical ASes can have an impact on more than 3 French ASes. In proportional
terms, that represents 37 % of the critical ASes against 23 % for IPv4.
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Figure 1.7: Critical ASes according to the number of disconnected ASes (Dec 2014)
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Figure 1.8: Critical ASes according to the number of disconnected ASes (Dec 2014)
In a nutshell
In 2014, unlike 2013, the number of IPv6 ASes slightly increased, and the
number of critical IPv6 ASes decreased. This seems to indicate an increase in
the density of IPv6 interconnections.
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1.3 Preﬁxes Hijacks
Overall results
In 2014, the Observatory detected 5136 conflicts between BGP advertisements. They
targeted 283 distinct French ASes and 877 prefixes. Figure 1.9, which identifies the
different types of conflict, shows that 79 % of them were not cases of hijacking.

Number of events

43 %
2000
1500

25 %
21 %

1000
11 %
500

valid

relation

direct

abnormal

Figure 1.9: Types of conflicts detected in 2014
The results indicate that 25 % of the conflicts were validated by route objects or ROAs.
These are therefore legitimate advertisements for which declarations were made by the
prefix managers. Despite the low deployment of the RPKI, further analysis showed that
about 1 % of the valid conflicts were only checked by ROAs.
The ”relation” and ”direct” categories represent most of the conflicts. The first category
identifies ASes depending on the same organization. The second category determines
whether one of the two ASes in conflict is a provider of the other. Consequently, these
two categories show that 54 % of the conflicts are in fact erroneous declarations of
route objects or ROAs.
On an initial basis, this classification into four categories is an effective method. It
means that only 1095 abnormal conflicts will be taken into consideration when identifying instances of hijacks.

Real-Time Identiﬁcation
Up until now, the analyses were only performed offline, and well after the occurrence of
the events. It was therefore impossible to determine whether legitimate traffic had been
redirected to the hijacker ASes [14]. During the summer of 2014, the Observatory
began to process BGP advertisements in real time. This system made it possible both
to detect conflicts at the earliest, and take active steps to identify traffic redirections.
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The real-time analysis is identical to that performed offline. The BGP archives however
are downloaded and then processed as soon as they become available. When an
abnormal conflict is detected, active measurement of the traceroute type is performed
towards an IP address belonging to the prefix in conflict.
A traceroute measurement identifies the path taken by the packets in the form of a
list of the IP addresses of the routers they have traversed. This can therefore be used to
detect a possible redirection to the hijacking ASes.
It is necessary to transform this list of IP addresses into a list of ASes in order to compare
it with the AS_PATH seen in the BGP advertisements in conflict. This is complicated
because it is difficult to assign an AS number to private addresses, or to addresses that
are not visible in the BGP routing tables. In this case, the Observatory is seeking to
compare the information from the data plane (i.e. the traceroute measurements)
with that of the control plane (i.e. the BGP archives).
The traceroute measurements are made using the Atlas Project [13] of the RIPE-NCC,
which has approximately 8000 probes in nearly 4000 ASes. In practice, there is always
one probe belonging to one of the ASes contained in the AS_PATH of the conflicting
advertisements.
In a nutshell
The active measurements are used to identify conflicts that actually accompany
a traffic redirection. They also help manual analysis of hijacks by identifying
the relationship between ASes that are not visible in the BGP archives.

Between September and December 2014, nearly 300 active measurements were made.
Out of the 187 advertisement conflicts identified in real time, only 29 were subject to
active measurement because some of the Atlas probes did not respond to requests. It is
important to note that it takes about ten minutes between the detection of a conflict and
the effective measurement. This means no reliable measurement could be performed
for short conflicts.

Route leaks
Route leaks appear after BGP router configuration errors. They are characterized by
a large number of conflicts originating from the same ASes for a short period of time.
The Observatory showed that 21 separate ASes probably made re-advertisements of
this kind in 2014. Only 4 of them advertised prefix conflicting with French operators.
Of these, the first was an Indonesian operator [15] that advertised nearly 10,000 prefixes it did not own on 2 April 2014 between 18:00 and 20:00. About twenty French
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ASes were affected by this incident.
The second was a Syrian AS [16] which re-advertised more than 2000 prefixes on 9
December 2014. The incident affected seven French ASes, for about an hour.
The third was a Senegalese operator. On November 11 and December 15, this AS
advertised nearly 130 prefixes belonging to different ASes worldwide. Normally, this
AS advertises about 70 prefixes. The event affected a dozen French ASes.
The last was a Jordan AS, also identified in the 2013 report. They regularly advertised
between 1000 and 15,000 different prefixes per day 12 between July and December
2014. Normally, they advertise about twenty. About fifteen French ASes were affected.
The re-advertisements by the Jordanian and Senegalese ASes were not discussed publicly. This is therefore a particularly interesting result, which confirms the relevance of
the Observatory’s analyses. Out of the 1095 abnormal conflicts, about 250 correspond to global table re-advertisements.

Automatic ﬁltering of abnormal conﬂicts
Since 2011, the Observatory has refined its capabilities for detecting prefix hijacking
using automatically applied filters. This is necessary because the analyses carried out
in recent years have shown that most abnormal conflicts are not cases of hijacking, or
cannot be fully identified as such.
Above all, abnormal conflicts involving reserved prefixes 13 or which are too specific
are filtered because it is difficult to determine their exact origin. Those from special AS
numbers 14 are filtered as well. This step is used to filter out nearly half of the abnormal
conflicts. In most cases, they are cases of erroneous declarations of route objects or
ROAs.
It is also necessary to filter abnormal conflicts between ASes for which the Observatory
has identified conflicts in the three other categories: while some conflicts are validated
by route objects for certain prefixes, there is probably a strong relationship between
the two ASes involved. In this way, just over 10 % of the abnormal conflicts can be
filtered out.
Since hijacking is usually for short periods, the duration of abnormal conflicts is then
taken into account in order to eliminate those lasting more than three months. Conflicts
arising from French ASes, or lasting less than ten seconds are also filtered out. These
automatic filters are highly effective and can reduce the analyses to 159 abnormal
conflicts, instead of the initial 1095.
12
These re-advertisements were only received by a peer of the collector located at the DE-CIX in
Frankfurt.
13
Such as 2002::/16, the 6to4 prefix.
14
These are private ASes, documentation, and the AS_TRANS.
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Manual analysis
Despite the effectiveness of automatic filtering, the Observatory team has to manually
examine each of the remaining abnormal conflicts. This tedious step required approximately one working day.
Around 70 of the abnormal conflicts corresponded to configuration errors. They were
primarily typos in the prefixes or AS numbers, or prefixes belonging to peering agreements which should not have been advertised on the Internet. In some cases, the errors
were caused by service providers advertising incorrect prefixes, or resales of prefixes
between operators. Operator members of the Observatory have confirmed this type of
behavior.
This manual analysis also highlighted 30 conflicts in which the ASes involved were
linked. This type of relationship, which is very difficult to automatically detect, corresponds for example to ASes belonging to subsidiaries of the same international operator, or commercial agreements between transit operators and customers.
In a nutshell
In 2014, the methodology of the Observatory isolated around fifty conflicts
that could be instances of prefix hijacking.

Preﬁxes hijacks
Prefixes hijacks usually have very specific characteristics. The malicious AS advertises
one /24 prefix for a fairly short time. Its aim is to retrieve traffic, while limiting the
counter-measures the hijacked AS can set up.
From February to May 2014, twenty conflicts corresponded to hijacks used to steal
bitcoins [17] from several hosts, one of which was French. The conflicts lasted between
5 and 10 hours and were carried out by three different ASes in Canada and the United
States.
Between July and November 2014, a series of fifteen conflicts was linked to spam campaigns [18] conducted by a Russian AS. Its operating procedure was slightly peculiar
because it did not cause conflicts. It used inactive AS numbers on the Internet to hijack
prefixes for one to four hours, while benefiting from new IP ranges to send unsolicited
email.
According to the BGP data, a Romanian AS was the cause of the conflicts. The active
measurements produced additional information: the traffic went through the Russian
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AS. This particularly encouraging result shows that over and above the detection of
prefix hijacking, it is also possible to identify malicious traffic redirections.
In a nutshell
The Observatory identified prefix hijacking was used to divert traffic. The offending Russian AS is well known for its mass mailing of unsolicited email.

Throughout the year, a major French host was also the victim of multiple hijacking
incidents which it publicly reported. The AS hijackers were located in Colombia, the
United States and Austria. The objectives of the hijacking were not clear. The French
host detected the attacks and advertised more specific prefixes in order to retrieve its
traffic.
Besides these events which were reported publicly, there remain seven abnormal conflicts. Their characteristics suggest that five of them were probably instances of prefix
hijacking.
In a nutshell
2014 saw the emergence of multiple malicious hijacking incidents affecting
French operators.
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1.4 Use of Route Objects
Best current practices emphasize that a route object must be declared by an AS for
each prefix that it advertises on the Internet. The indicator focuses on the two sets
illustrated in Figure 1.10: in blue, the route objects declared and in red, the prefixes
advertised in BGP. By comparing them, it is possible to highlight the following three
sub-indicators:
1. route objects for which no prefix is advertised;
2. prefixes having at least one associated route object;
3. prefixes covered by no route object.

Unused route objects

1

Prefixes covered by a
route object

2

Uncovered prefixes

3

Route objects declared with the RIPE
French prefixes advertised by French ASes
Figure 1.10: Route objects analysis representation

Unused route objects
Declared route objects must match the prefixes advertised by an AS. This analysis concerns the remaining orphan route objects, i.e. for which no prefix has been advertised
during the year.
Type

January 1

December 31

IPv4

route object

1198

1493

IPv6

route6 object

138

180

Table 1.1: Unused route objects and route6 objects in 2014
The unused route objects and route6 objects in Table 1.1 respectively increased by
nearly 25 % and 30 % in 2014. This growth is explained by the fact that the destructions
of route object or route6 object are marginal.
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In a nutshell

Type

January 1

December 31

IPv4

No declared route objects

638

591

No used route objects

91

79

IPv6

The destruction of unused route objects and route6 objects is not systematic
and remains very marginal compared with the new declarations.

No declared route6 objects

1235

1187

No used route6 objects

76

106

Table 1.2: Distribution of ASes according to the use of route objects in 2014
In order to analyze the ASes in terms of route objects, the observatory classifies them
into two categories, represented by Table 1.2:
1. ASes with no declared route objects;
2. ASes not using any declared route objects.
For IPv4, the finding is encouraging because the number of ASes with no declared
route object decreased from 638 to 591 during the year. For ASes using no route
objects, 12 ASes that were in this category at the beginning of the year gradually advertised the corresponding prefixes. The ASes in question had preventively declared the
route objects to the RIPE in 2013, in order to advertise the corresponding prefixes in
2014.
For IPv6, the situation for the ASes with no route6 objects is improving: 48 ASes left this
category, showing that a significant number of operators are eager to apply best current
practices. On the other hand, the number of ASes using no route6 objects covering
an advertised prefix increased from 76 to 106. However, these may be preventive
declarations. Analysis of the data for 2015 may help confirming this theory.
In a nutshell
Some of the route objects and route6 objects could be preventive declarations.
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Preﬁxes covered by route objects
Prefixes

January 1

December 31

IPv4

4146

4219

IPv6

315

361

Table 1.3: Prefixes covered in 2014
Covered IPv4 and IPv6 prefixes, represented by Table 1.3, grew during the year. The
IPv4 prefix category was increased by 73 new prefixes. The declarations of route
objects in IPv4 continued to improve. For IPv6, the coverage of prefixes significantly
increased from 315 to 361 prefixes.
AS

January 1

December 31

IPv4

686

730

IPv6

199

214

Table 1.4: ASes with all their prefixes covered in 2014
More and more operators are systematically declaring route objects and route6 objects for the prefixes they advertise. The observatory focused here on ASes for which all
of the prefixes were covered. The results are shown in Table 1.4.
For IPv4, 44 ASes joined the set of ASes for which each prefix is covered by at least
one route object. For IPv6, the finding is the same. 15 ASes saw all their prefixes
covered during the year, showing that the declaration effort is not exclusive to IPv4.
It is important to note that for both protocols, the increase is primarily due to new
operators coming online during the year.
In a nutshell
Both analyses, per prefix and per ASes, confirmed the application of best current practices for IPv4 and IPv6.
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Preﬁxes not covered by route objects
The prefix filtering policy applied by transit operators on their customer advertisements
can be based on route objects. This sub-indicator makes it possible to show what
could happen if all of the transit operators strictly filtered prefixes on the basis of route
objects. For this reason, the analysis focused on the prefixes that were not covered.
Prefixes

January 1

December 31

IPv4

1217

839

IPv6

150

121

Table 1.5: Prefixes not covered in 2014
The analysis of Table 1.5 shows a clear improvement in prefixes not covered in 2014:
they decreased by 31 % for IPv4 and by 19 % for IPv6. The concerned prefixes were the
subject of declarations of route objects or route6 objects, or simply stopped being
advertised.
Prefixes

January 1

December 31

IPv4

162

170

IPv6

59

51

Table 1.6: ASes with at least one prefix not covered in 2014
For the ASes, the observatory considers the categories formed by the ASes in which at
least one prefix is not covered by any route objects nor any route6 objects. These are
shown in Table 1.6. The ASes in IPv4 changed very little during the year. Only 8 new
ASes emerged. This set consists of a core group of ASes declaring no route objects,
or not updating them to keep pace with the advertisements of new prefixes.
For IPv6, 8 ASes out of the 59 earlier in the year applied best current practices by
systematically declaring route6 objects for each of their prefixes.
In a nutshell
In 2014, the operators were more systematic in declaring route6 objects,
improving the situation observed in 2013.
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1.5 Declarations in the RPKI
Changes in the coverage of the address space

IP adress space coverage

A study of the declarations made in the RIPE-NCC repository of the RPKI shows high
growth in the number of ASes participating in 2014. At the beginning of January, 111
French ASes had ROAs in the RPKI. On 31 December, the RPKI contained declarations
from 199 French ASes, which represents an increase of almost 80 %.
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Figure 1.11: French IPv4 address space coverage by the RPKI in 2014
In order to characterize the effects of this increase, the development of the coverage
of the IPv4 address space managed by the French ASes during 2014 is given in Figure 1.11. Besides some occasional and sudden changes mainly due to incorrect route
advertisements, it reflects a significant increase in the percentage of the valid address
space during the year. As a result, at December 31, 2014, just over 67 % of the address space was valid according to the RPKI, against about 48 % at the beginning of
2014.
Accordingly, the percentage of uncovered address space and invalid address space
both decreased over the year. At December 31, 2014, 32 % of the address space was
not covered. The percentage of invalid address space remained relatively low during
the year. At the end of 2014, the percentage was less than 0.2 %.
As for IPv6, the address space managed by the French ASes was very sparsely covered
by the declarations of the RPKI. At the end of 2014, the ROAs covered less than 1 % of
the address space.
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Validity of advertisements made by French ASes
In order to have an overview of the potential impact on the connectivity of strict filtering
based on data from the RPKI, the study also focused on the number of ASes only issuing
valid or invalid advertisements.
The number of ASes only issuing valid prefix advertisements increased in 2014. From
51 in January 2014, that number increased to 100 at the end of the year. Furthermore,
the number of ASes only issuing invalid prefix advertisements, although occasionally
increasing during the year, decreased from 6 in January 2014 to 3 in December 2014.
These results show that in case of strict filtering based on the RPKI, only 11 % of the
active ASes at the end of 2014 would see all of their routes propagated over the Internet.
Furthermore, the address space managed by the 3 ASes would no longer be reachable.

Potential use of the RPKI by French ASes
The analyses performed on the data in the RIPE-NCC repository do not measure the
actual use by the French ASes of the RPKI. However, this analysis shows a significant
increase in the potential use of the RPKI by French ASes. Despite this increase, the
coverage of the address space managed by them is not sufficient to be able to envisage
strict filtering based on the ROAs.
In a nutshell
2014 was marked by a sharp increase in the number of French ASes that have
published at least one ROA in the RPKI. However, declarations made in the RPKI
are far from complete: at the end of 2014, nearly a third of the IPv4 address
space was not covered. For IPv6, the coverage was very low: over 99 % of the
address space was not covered by the ROAs.
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Chapter 2
Resilience in terms of the DNS protocol
2.1 Introduction
The Domain Name System, managed by the DNS protocol [19, 20], is a distributed,
hierarchical naming system whose two main objectives are to associate an IP address
with a name readable by users, and also to give stability to identifiers. For example, IP
address 2001:67c:2218:2::4:20 corresponds to the domain name www.afnic.fr .
Should there be a hosting provider change, only the domain manager needs to change
the IP address pointed to by the name. Thanks to the DNS, the change is therefore
transparent for users.
The structure of the DNS is illustrated in Figure 2.1. At the top of the hierarchy is the
root, represented by a dot “.”. This is the endpoint that can be found in domain names
such as “www.afnic.fr.” .
At each level of the hierarchy there are one or more nodes in the DNS tree. The tree
structure under a given node is called a domain. It may in turn have sub-domains, and
so on. This report does not take into account the subtle difference between a domain
and a zone. In it, the two terms are therefore used interchangeably.
A zone can be “delegated” in order to entrust the management of its data to a body
other than that which administers the delegating zone, called the parent zone. For

.

com

www

net

fr

de

afnic

gouv

other

other

whois

Figure 2.1: Structure of the DNS
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example, the .fr zone has been delegated to Afnic, which sets the naming policies for
domain names under the .fr zone, regardless of its parent zone, the root, managed
by ICANN1 . Delegations are illustrated by purple links in Figure 2.1.

The information stored in the DNS
The resources attached to a zone are described by DNS records. Each DNS record has
a domain name that stems from that of the zone (e.g. the name www.afnic.fr under
the zone afnic.fr), a type (e.g., AAAA, to designate an IPv6 address) and data which
depend on the type in question.
The different types of DNS records are published and maintained by IANA2 in a registry
dedicated to the DNS parameters [21]. As examples, the following record types are
studied in this report :
•
•
•
•

A : an IPv4 address;
AAAA : an IPv6 address;
MX : the name of an inbound mail relay;
NS : the name of a DNS server.

Querying the DNS
DNS resolution is the mechanism that retrieves records associated with a given domain
name and type. This resolution mechanism involves two types of DNS servers, as shown
in Figure 2.2, which highlights numbered interactions :
• a recursive server (also called a cache server or resolver). The user’s computer knows the server and submits its DNS queries to it (interaction 1). This
server, usually managed by an ISP, then queries the DNS tree starting from the
root (interaction 2), following step-by-step the delegation points to the authoritative servers for the domain name targeted by the query (interactions 3-4). Finally,
the recursive server responds to the user’s machine (interaction 5) and stores in
memory (cache function) the information received;
• authoritative servers for given zones, which reply to the recursive server. Either they are authoritative for the domain name requested by the user’s machine,
and return the answer to it; or they refer the query to other servers that are more
likely to be authoritative for the domain name in question.

DNS records security
Designed at a time when the threats were less strong, the initial DNS did not integrate
advanced security mechanisms. The DNSSEC3 protocol has been designed to remedy
1

Internet Corporation for Assigned Names and Numbers.
Internet Assigned Numbers Authority.
3
DNS SECurity extensions.
2
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Figure 2.2: DNS Resolution
this shortcoming [22]. It is used to ensure the authenticity of the data origin and the
integrity of the data, based on asymmetric cryptographic mechanisms. The public keys
and signatures are respectively stored in DNSKEY and RRSIG records. The DNSSEC
chain of trust is established and maintained through DS records. This mechanism prevents attacks referred to as “cache poisoning” that attempt to inject fraudulent records
into a recursive server.

2.1.1 Data and tools
The Observatory uses DNSwitness [23], a multi-purpose use platform developed by
Afnic used to carry out measurements via the DNS.
DNSdelve is one of the two components of DNSwitness. It is used to carry out active
measurements. It takes as input a list of zones (all the zones delegated under .fr,
for example), performs DNS queries on the zones in question and stores the results
in a database. DNSdelve comprises several specialized modules which can be used
independently. For the purposes of the Observatory, several modules are used to
obtain the results of the dispersion indicators for authoritative DNS servers, and the
deployment of IPv6.
DNSmezzo, the second component of DNSwitness, is a passive measurement tool. It
is in the form of a probe attached to a DNS server whose traffic is to be analyzed.
DNSmezzo captures and analyzes queries received by the server and saves the results in
a database.
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Data used
All of the active measurements were made using the .fr zone, which varies with the
creations, deletions and modifications of delegated zones. From 2013 to 2014, the
number of delegated zones of this type rose 5.1 % to reach 2,853,793 on December
31, 2014, against 2,716,055 on December 31, 2013.
In 2014, the .fr zone represented 36.5 % of the domain name market in France [24].
For this reason, the results for each of the DNS indicators do not claim to be representative of all domain names registered in the country.
Active measurements are made weekly for each of the DNSdelve modules. The latter
calculates, for each launch, a random sample of 10 % of the copy of the day of the
.fr zone, or about 285,000 delegated zones for 2014.
The figures presented in this report for the active part of the platform are based on the
results of the measurements launched in December 2014. The DNSmezzo data come
from five probes, each installed at an instance of d.nic.fr, an anycasted server [22]
administered by Afnic. These probes are located around Paris, in Lyon, London, Frankfurt and Brussels. The data collected are used to study the progress of the IPv6 protocol.
It should be noted that by basing the analysis on the d.nic.fr server alone, the results are biased in favor of DNS queries from France. This is because the d.nic.fr
instances present in France receive more queries from French operators than those
located abroad.
In practice, taking into account all of the probes, the Observatory carries out 16 measurements per week: 10 on Tuesdays and Thursdays, and 6 on Saturdays and Sundays.
They are made with a random sample of 5 % of the queries received over 24 hours.
This represents a significant volume since the 8 d.nic.fr instances receive about 4000
requests per second (on average for a weekday). The number of DNS queries from all
of the probes was about 130 million queries per week in December 2014.
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2.2

Topological Dispersion of Authoritative DNS
Servers

Number of servers per delegated zone
For the new report, the Observatory changed the methodology used. Up until now,
the number of IP addresses of the authoritative DNS servers for a zone was recorded.
But since a DNS server can have multiple IPv4 and IPv6 addresses, a bias could be
introduced. This year, the number of NS records associated with the zones delegated
under the .fr zone was used.
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Figure 2.3: Dispersion of delegated zones in December 2014
The bias of the method previously used is shown in Figure 2.3b. It is apparent that the
DNS servers having both IPv4 and IPv6 addresses increased the proportion of zones
having 4 and more than 6 servers. The new methodology shows that in 2014, almost
three quarters of the zones are hosted on only two authoritative servers. This figure,
although it seems sufficient in terms of accepted best practices [19], needs to be refined
by the analysis of the other sub-indicators in this chapter.

Number of ASes per delegated zone
The topological dispersion of DNS servers is a requirement resulting from resilience
engineering [25, 26]. In 2014, the average number of ASes per zone remained the
same as in 2013, and stagnated at 1.3. Furthermore, the quantity of zones in a single
AS has remained stable since 2011, peaking at 82 % of the delegated zones.
The dispersion of the DNS servers in different ASes still remains low, most zones having
all their servers within a single AS. An aggravating factor is that the first four ASes in
terms of hosting DNS servers manage 70 % of these servers on their own.

Internet Resilience in France - 2014

35

In a nutshell
Virtually all the zones have at least two DNS servers, but they are generally
located in a single AS.

Dispersion of servers per country
Over 80 % of the delegated zones have their name servers in a single country. Figure 2.4 indicates the three countries in which the largest number of authoritative DNS
servers for the .fr zone is located. While France is still preeminent with 59 % of the
servers, its share is decreasing to the benefit of Germany.
In addition, the Netherlands, previously placed fifth, were found in fourth position in
2014, the fifth country that year being Denmark, where 1.1 % of servers are located.
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Figure 2.4: Server dispersion in countries with the greatest coverage
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2.3

Dispersion of Inbound Mail Relays

2.3.1 Description
Email addresses are divided into two parts by the @ symbol. The left side designates
the recipient mailbox, while the right part is the domain name. The domain name is
queried, thanks to the DNS, by the outbound mail relays of senders of email. They
look for records of the MX type, which indicate the inbound mail relays of the recipient
domain name. The outbound mail relays then initiate a TCP connection to the inbound
mail relays in order to deliver the email over the SMTP protocol.
This communication system therefore means mail relays are dependent on the proper
functioning of the DNS. For example, if it is impossible to retrieve the MX records, this
makes it impossible to route the email to the target domain name.
The purpose of this indicator is to provide an overview of the resilience of inbound mail
relays from the point of view of the DNS. To do so, three measurements are made :
• the number of relays per delegated zone: calculates the number of distinct
inbound mail relays per zone studied;
• dependence of the relays on third-party server names: studies the names
entered in the MX records and their presence where applicable outside the zone
in question;
• concentration of inbound mail relays: determines the possible concentration of relays on hosting platforms or their even distribution.

2.3.2

Measurement methodology

All of the NS records contained in the .fr zone are obtained by simple extraction
from the zone. Then, for each delegated zone, a DNS query for MX records is sent.
Precautions were taken to limit the workload of servers polled during the measurement
campaign carried out at the end of December, 2014.
The first study counts the number of MX records per zone. This is used to measure the
ability of the zones to resist a partial unavailability of their inbound mail relays.
The second study concerns the dependency relationship with third-party server names.
For this purpose, the zones are classified according to the server name entered in their
MX records. In this way, when all relays are designated by server names outside the
polled zone, this zone is considered to have relays “dependent” on third-party server
names. All the other delegated zones are classified as having “independent” relays.
Dependent relays risk downtime in case of failure of all of the third-party server names
on which they depend.
In order to refine the results, the label corresponding to the TLD is extracted from the
server names in the MX records. Each MX record is taken into consideration, regardless
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Figure 2.5: Dispersion of inbound mail relays per domain in 2014
of the zone. In this way, a zone in which the inbound mail relays are mx0.example.com
and mx1.example.net will be added to both the com and net accounts.
The analysis of relay concentration uses two complementary approaches. The first is
used to observe whether there is a concentration on few server names. To do so, all
that is required is to count the number of occurrences of the same server name on
all of the MX records. This method has a defect, however. It does not indicate the
concentration trends of the email hosting providers. Some of them distribute the mail
relays that they manage on numerous server names. The second approach only takes
into consideration the two rightmost labels of the domain name4 . For example, two
relays designated by the names mx0.example.com and mx1.example.com will both be
accounted for as being related to example.com.

Limitations
For this study, server names are not resolved into IP addresses. Some figures are
therefore potentially pessimistic: they do not take into account cases where multiple IP
addresses are returned for the same server name. In this case, the presence of only
one MX record is not necessarily equivalent to a SPOF5 .

2.3.3

Results and analysis

Number of relays per delegated zone
The zones studied have a low number of inbound mail relays, on average. For example,
a single relay is available for 42 % of the delegated zones, as shown in Figure 2.5. In
4

This strategy is possible for the .fr zone, which delegates most of the second-level names. It cannot
be applied, however, to all of the registries.
5
Single Point Of Failure.
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the case of an incident, the failure of this single relay then causes the total unavailability
of the service.
From the point of view of the DNS, inbound mail relays therefore have a lower resilience
than DNS servers. Indeed, the zones studied always have at least two NS records,
as shown in Figure 2.3a of the 35 page. It is important to note, however, that the
messaging service based on SMTP includes many mechanisms that can be used to
overcome temporary errors. The risk of email loss is therefore reduced.
In a nutshell
A single mail relay is advertised for 42 % of the delegated zones. The risk of
being unable to receive new email is therefore increased by the presence of a
SPOF.

Dependence of relays on resolving third-party server names
The low number of relays per zone is also to be taken into consideration in relation
to the risk of failing to resolve the server names designating them. Indeed, 77 % of
the domains studied have dependent relays, according to Figure 2.6. Their resilience
could be affected in the event of an incident when resolving all third-party server names.
This risk is even more marked in that refining the data highlights a lack of diversity in
the choice of TLD. Indeed, in 99 % of the cases, all of the MX records point to names
in the same TLD.
Note that a server name is dependent at least on the domains located above it in the
DNS tree. This means that all of the .fr subdomains are necessarily dependent on the
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.fr zone and the DNS root. In using server names outside of the zone in question,
new dependencies are created. For example, a dependency is added by using a server
name located under the same TLD as the zone in question. Using a server name located
under another TLD, at least two dependencies are added: that of the new TLD, and that
of the domain name located under this TLD and containing the server name entered in
the MX record.
With regard to 2014, detailed study of the data shows that 36 % of the zones studied
have only one mail relay and that the latter is designated by a server name outside the
zone in question. This means that 36 % of the delegated zones may sustain a total loss
of service due to the malfunction of a third-party server name, and that the list of third
parties that can have that impact is longer than the bare minimal.
In a nutshell
Nearly 77 % of the zones delegated from the .fr zone have inbound mail
relays dependent on third-party server names. This configuration increases
their risk of downtime, the list of third parties on which they depend being
longer than the bare minimum.

Detailed analysis by Top Level Domain
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Figure 2.7: Distribution of delegated zones with dependent relays, per TLD
Dependent relays prove to be designated by server names under another TLD than the
.fr in 77 % of the cases, as shown in Figure 2.7. These dependent relays are therefore
even more exposed to the risk of downtime than if they were only dependent on a name
under the .fr TLD. This is because resolving these names requires to successfully follow
a greater number of delegations. Furthermore, it is worth noting that 71 % of the relays
are dependent on the .com and .net TLDs, which are managed by the same operator.
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Concentration of inbound mail relays
In order to determine the concentration of relays on hosting platforms, the first methodology is to count the number of occurrences of the same name in the MX records.
This indicates a high concentration on a few server names. Indeed, 68 % of the MX
records refer to one of the ten most common names.
In addition, 14 % of the relays in the zones studied are dependent on a single same
server name, which also happens to be located under a third-party TLD. This concentration on a single name represents a significant risk for the integrity and availability of
the email service for the zones concerned.
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Figure 2.8: Concentration of relays per second-level names in 2014

The second method of data analysis is based on the study of second-level names. It
indicates a high concentration involving a few market players. For example, half of
the inbound mail relays are designated by server names corresponding to two hosting
platforms, as shown in Figure 2.8. The unavailability of one of these players would have
a significant influence on the availability of a significant fraction of French inbound mail
relays.
Nevertheless, it is important to note that the concentration of inbound mail relays does
not reflect the number of users. In these results, the mail relay for a small business
therefore has the same weight as the relay of an Internet service provider.
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In a nutshell
Inbound mail relays are highly concentrated on a small number of hosting
platforms. Two players alone cover 51 % of the mail relays studied. Their
outage would have a significant impact on the zones studied.
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2.4

DNSSEC Penetration Rate

Figure 2.9 shows the increase in the number of zones signed in recent years. From
2014, it concerns the number of DS6 records extracted from the .fr zone. Beforehand,
it was calculated with DNSdelve based on a sample of 10 % of the zone.
In proportion to the size of the .fr zone, the rate of zones with a DS in the parent zone
remains quite low: it represented 1.5 % of the zones in 2012, 3.8 % in 2013 and 7 %
in 2014.
In December 2013, about 91,000 delegated zones had a DS record in the .fr zone
compared with 197,000 in December 2014. This development corresponds to an
increase of 116 %.
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Figure 2.9: Rate of signed zones from March 2012 to December 2014 (per quarter)

At year-end December 2013, zones with a DS record were distributed among 39 registrars. The first of them alone held 97 % of those zones. The second only held 0.7 %.
A similar analysis conducted in December 2014 indicated a major change: the number
of registrars involved in DNSSEC had doubled to 85. In addition, the leading registrar
at year-end 2014 managed 87 % of the zones. This is a particularly interesting result because it shows that DNSSEC deployment is now out of the experimental phase.
Now, some registrars have significant shares of their domain name portfolios with a DS
record.
6

Delegation Signer.
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These results can be explained to a large degree by two phenomena. The first is the
new gTLD7 program implemented by ICANN in 2014, for which DNSSEC is mandatory. The second is the DNSSEC promotion campaign [27] initiated by Afnic allowing
participant registrars to obtain a discount on the price of create and renew operations
involving signed domain names. This financial incentive convinced some registrars to
sign virtually their entire domain name portfolio.
In a nutshell
The DNSSEC protocol remains fairly little used by zones delegated under the
.fr TLD. However, the constant growth in the rate of zones with a DS record
and the significant involvement of several registrars would seem to indicate
this growth momentum will be maintained in 2015 and the involvement of a
growing number of new registrars.
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2.5

IPv6 Penetration Rate

Zones delegated under the .fr TLD
In 2014, the number of zones with at least one IPv6-compatible server stabilized around
65 %, against 63 % in 2013.
On the other hand, for the zones with all their servers (DNS, email and web) IPv6
compatible, the rate remains low as in previous years. It rose from 0.7 % in 2013 to
1.3 % in 2014.
The IPv6 deployment rate stabilized for DNS servers and mail servers, as shown in
Figure 2.10. It is also at the level of the DNS servers that IPv6 is the most deployed for
zones delegated under the .fr TLD, over two-thirds of the zones having at least one
DNS server responding in IPv6.
61
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Figure 2.10: Progression IPv6-compatible servers between 2013 and 2014

It is important to emphasize that the rate of zones having at least one IPv6 service is
slightly greater than the rate for IPv6-compatible DNS servers. Indeed, a small proportion of zones does not have an IPv6 DNS server, but has a mail server or a web server
in IPv6.
The rate of zones having at least one IPv6 web server continued to grow in 2014,
passing the 10 % mark. This figure should be put into perspective with that of the
1000 most popular websites identified by the Alexa Company. According to the figures
published by the ISOC8 ) [28], 14 % of them are accessible in IPv6.
8
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Figure 2.11: Progress in IPv6 transport between 2013 and 2014

DNS queries received
The type of DNS transport observed by authoritative servers gives an indication of the
IPv6 enabling rate in the resolvers, while the type of data requested (e.g. queries of the
A, AAAA type, etc.) reflects the choice of user machines.
For the .fr authoritative servers which are directly managed by Afnic, about 18 % of the
queries were transported in IPv6 (see Figure 2.11) in December 2014. It can therefore
be seen that the IPv6 penetration rate in DNS traffic transport changed little between
2013 and 2014.
As for the types of data requested, the rate of queries requesting IPv6 addresses also
stagnated between 2013 and 2014. However, the rate of queries requesting IPv4
addresses increased slightly over the same period at the expense of other query types
(MX, DNSKEY, ANY, etc.).
In a nutshell
The penetration rate of IPv6 in France, from the DNS point of view, globally
stagnated during 2014. Only the deployment of IPv6 for web service modestly
progressed.
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General Conclusion

2014 was marked by numerous malicious activities using the BGP protocol as a vector
to divert traffic. At the beginning of the year, a prefixes hijacks campaign against several
hosting providers was used to steal bitcoins [17]. Similarly, from July to November, a
spammer [18] used prefix hijacking to bypass the IP address reputation mechanisms
used in the filtering of unsolicited email. The Observatory also identified five campaigns
whose characteristics suggest that they were instances of hijacking targeting French
ASes. One traffic redirect was also demonstrated by the active measurements carried
out using Atlas probes [13].
Ever since its creation, the Observatory has focused on measuring the use of two protection mechanisms for the DNS and BGP protocols. 2014 saw significant developments
in this respect. On the one hand, the number of registrars involved in DNSSEC doubled, spurred on by Afnic, rising to 85 in one year. Similarly, the number of signed
zones rose to nearly 7% of the .fr zone. For the RPKI, the number of French ASes
involved also doubled, to reach 200 by year end. This result is highly encouraging,
although the measurements cannot be used to determine whether the RPKI is actually
used to filter BGP advertisements.
With regard to IPv6, the Observatory highlighted several interesting changes. First, an
increase in the concentration of interconnections, marked in particular by a smaller
number of critical ASes, compared with 2013. The application of BGP best practices
was confirmed with the drop in the number of French ASes without any declared route6
objects. Finally, the progress of IPv6 in France seen through the DNS protocol stagnated in 2014. Only the number of web services accessible in IPv6 increased to a
modest degree.
This new report also provides the first results concerning the resilience of email through
the DNS protocol. The Observatory identified that only one inbound mail relay is
configured for 42% of the zones delegated under the .fr TLD. Failure of this relay
would therefore be critical for the receipt of electronic messages. Furthermore, 51% of
the relays are highly concentrated on two hosting platforms. This is an important result
for resilience, which should be put into perspective with the market concentration for
DNS hosting, in which four players manage 70% of the servers.
In light of the analyses for 2014, the Observatory reiterates its encouragement to the Internet players concerning the appropriation of best engineering practices for the BGP [1]
and DNS [2] protocols. Finally, the Observatory makes the following recommendations:
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• monitor preﬁx advertisements, and be prepared to react in case of illegitimate prefixes hijacks;
• diversify the number of SMTP and DNS servers in order to improve the
robustness of the infrastructure;
• apply best practices to limit the effects of failures and operational errors;
• pursue the deployments of IPv6, DNSSEC, and RPKI to develop skills and
to anticipate possible operational problems.

In a nutshell
Organizations wishing to participate in the Observatory can contact ANSSI
and Afnic.
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Acronyms
Afnic

Association Française pour le Nommage Internet en Coopération

ANSSI

Agence nationale de la sécurité des systèmes d’information

ASes

Autonomous Systems

BGP

Border Gateway Protocol

BGPsec

Border Gateway Protocol Security

DDoS

Distributed Denial of Service

DNS

Domain Name System

DNSSEC DNS SECurity extensions
DS

Delegation Signer

gTLD

generic Top Level Domain

ISP

Internet Service Provider

IANA

Internet Assigned Numbers Authority

ICANN

Internet Corporation for Assigned Names and Numbers

IETF

Internet Engineering Task Force

IP

Internet Protocol

IRR

Internet Routing Registry

ISOC

Internet Society

PKI

Public Key Infrastructure

RIPE-NCC RIPE Network Coordination Centre
RIR

Regional Internet Registry

RIS

Routing Information Service

ROAs

Route Origin Authorizations

RPKI

Resource Public Key Infrastructure

SPOF

Single Point Of Failure

TLD

Top Level Domain

Internet Resilience in France - 2014

51

About ANSSI
The Agence nationale de la sécurité des systèmes d’information (ANSSI - French Network and Information Security Agency ANSSI) was created on July 7 2009 as an agency
with national jurisdiction.
By Decree No. 2009-834 of July 7 2009 as amended by Decree No. 2011-170
of February 11 2011, the agency has responsibility at national level concerning the
defence and security of information systems. It is attached to the Secretariat-General
for National Defence and Security (Secrétaire général de la défense et de la sécurité
nationale) under the authority of the Prime Minister.
To learn more about ANSSI and its activities, please visit www.ssi.gouv.fr.
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